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ML and Aeronautical Certification

« Deep Learning / ML (AI) Revolution
- >10 years of impressive results on diverse applications
- Looks like magic !

— Aeronautical industry is eager for using it

« Aeronautical (Critical-)Systems
— Must be safe, robust, secure, trustworthy
— Are constrained by strict regulations

— Software and development process must be certified

« Are those solutions certifiable ?
- Not for now...
— ML development procedures and tools must be enhanced

— Certification standards need to be adapted

e ONERA
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Learning Assurance for Embedded Al

Source: Romain Redon (Airbus)

SAFETY MITIGATION
complete monitoring + safe fallback solutions

oDD
SPECIFICATION
clear scope of operation

DATA MANAGEMENT
GUARANTEES
representative, complete, ...

IMPLEMENTATION
AND DEPLOYMENT
ensure real-time performance on target hw

ML ENGINEERING
GUARANTEES
performance, generalization

VALIDATION AND
VERIFICATION
accuracy, robustness, stability, confidence, ...

EXPLAINABILITY
ensure efficient human-understandable decision-making reasons

Safe and efficient introduction of Al in critical Requirement Ensuring Safe and
Trusted Al methods and tools Systems Standards | ... operations

Academics + Tech companies Industrials Regulation authorities




Al: Strategical and Economical Concerns
e Market Size :
* Cloud AI: today ~ US$ 150 billion in 10 years ~ x10 I I I
* Edge Al: today ~ US$ 10 billion  in 10 years ~ x5 (x20 ?) wwaill I

2ma 29 2020 20 2022 2023 2024 2025 2026 2027 2028 2029

O L Keras

P)/TO"Ch TensorFlow

American Al Platforms
(even if open source)

American HW targets

(R * French AI Platform
F/‘J DEEPGREEN * sovereign, independent, and open
* competitive performances
allowing interoperability
» adapted backends to French HW components
* focus on frugality (data, energy, memory)
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DeepGreen Project

(" Une plateforme batie sur une triple expertise h
o 1A, compilation et systémes embarqués
. Conta MYPUSE THALES
Cl ldg e Embedded AI Deep Learning Platform =
4
OPEN & FRUGAL RELIABLE Des fournisseurs de solutions matérielles francais
INTEGRATED & EFFICENT & ROBUST
ARCYS DIILPHIN GKALRAY
\ J
4
Adaptable and Greener hardware Compatible
reusable tooling to architectures combined to with critical / Des industriels représentatifs des secteurs clefs de \
foster innovations. state of the art functions and I'IA embarquée
Hosted by Eclipse optimizations regulations
Foundation. 4%1251%%? AIRBUS A= sysnav
ArtelorMtial
.
6 ORERA OEHLSLE Hawhal g:EDF
e toch .

Durée Membres \ e A
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AIDGE Workflow

* Optimize the model taking HW into account

* Generate embeddable and certifiable code

| ol :
et ity g Bl ;
1 Interoperabilty (model) Interoperabilty (learn) I I Transfor.m the quel |
I ONNX, Numpy, Keras, Pytorch with Keras, Pytorch I Graph Matching, Recipies (Fuse I
| I N, Fuse MulAdd) Tilling I
! ! | rF—=—=—=—=="==" =" = = === =====—-—— -
I o 11 I
: : I I :
! 1 — . 1
| o | o EEel Grolr
| | |
I 1. Describe the neural 4. Learn | | 8.Optimized I : 9. Generate and 10. Execute & I
! network model — the model 1 | hardware mapping 11 compile Learn on edge I
I Graph API, CNN, Object CNN, I jQuantification (PTQ) 1] C++ CPU, MCU, GPU I
! detector, Segmentation, ! I Quantification (QAT) 11 STM32, Pneuro, |
: Attention, RNN, / \ : I T I
! 1 |
! L o e e e e e e e e e e e e e e e = = == |
| l 3. Load data 6. Benchmark KPI I
| v,
| e £~ '« Learnamodel from data
I 2. Static KPI ataloader | - I
I {‘, @»@ : * Load a pre-trained model using exchanging file format
1 1! 1
: I
! I
: I
|
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DeepGreen — Workpackage Aéronautique

* Evaluation de la plateforme AIDGE et recommandations concernant :
* les contraintes d’embarquabilité aéronautiques

e ]la certificabilité DAL C

* 2 cas d’usage dans une premiére phase : ACAS-Xu et VBL

; 4 ONERA
"N _» DEEPGREEN <': VL Embarqué |

+
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Use Case 1: ACAS-Xu

e ACAS-Xu:
— Next Generation Airborne Collision Avoidance System for UAVs / RPASs
— 7 discretized dimensions : p, 0, Y, Vown, Vint, Qprevs T
— Qtable:(10x5x12x12x41x41x39)x(5) ="~ 2 billion parameters

A
|
_I
R ACAS-Xu Simulation
P ! Time: 0's - :
S | T o clear-of-conflict
Vint ! Intruder —— weak-left
v - T —— weak-right
own 7 —— strong-left
- o 5000 4 —— strong-right
, L . P - '0 g
/
/ Jas a € {0°%4+1.5%,4+3%} & °7 ©
- \ @
' X AT — > 5000
" ) p —> Clear of Conflict (CoC)
‘. Ownship - 0 —> Weak Left (WL) ~10000 1
5u=---" - v — Decision | _J weak Right (WR) 15000 1
Vit | algorithm Strong Left (SL)
— .
Vown Strong Rigth (SR) -200001 . . . ‘ .
T > 0 10000 20000 30000 40000 50000
\ / — X Position (ft)

%;Esuqus ONERA
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US e C as e 1 : AC AS _Xu Nearest neiﬁl]l;cl))r g:;legpolation of

30 [ T ]
2 20 .
2> g.[)
§§§§:§§:‘ d;écolllpage en '5 Cont3011er ) § 0l |
SIS multiples réseaux £ mEEEE N Z
NNe 58
.....””‘ - A\ i e 0 | | |
N I v =g
N -3 i 0 20 40
ﬂ‘!HE.ﬂ””, 7 dimensions,
\ giig,gn 2.36 milliards
MDP+ EE”!’ de g-valeurs Neural Network
— (intl6 > 4.4 Go) : |
N 30 - -
o : ¥
MLP Optimisé < 20 .
g
réduction d’empreinte g
mémoire (1/1000) -\ z 101 -
I _ v/ O
0 | B
0 20 40
6 layers FC+ReLU Downrange (kft)

50 neurons per layer
Advisories: [ coc M —3.0°/s O —1.5°/s = 1.5°/s Mo °/s

e ONERA
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Use Case 2 : Visual Based Runway Detection

e Détection de la piste d’atterrissage dans des images issues d’une caméra frontal

e Architectures convolutives envisagées: Yolo-v5, Yolo-v8, LeYolo

e Entrainement, optimisation, compression, évaluation
e Vrais enjeux d’embarquabilité et certification

Lateral path Aiming Point

Camera angle Vertical path
angle

Centerline

e Bases d’'Images: LARD et BARS
e Simulateur: Schemin

-y - ONERA
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Use Case 2 : VBL - VBRD

—

-y - ONERA
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Development Assurance Levels

DAL | Failure Effect | Condition Risk
2\ A Catastrophic Continuing the flight, takeoff or landing safely is im- | Several fatalities,
possible. maybe airplane crash.
Critical B Hazardous Significant reduction in safety margins or functional- | Serious injuries,
Systems ity, with considerable increase in crew load. maybe fatalities.
C Major Reduction in safety margins or functionality, and in- | Discomfort to the occu-
u crease in crew load. pants, maybe injuries.
D Minor Small reduction in safety margins, or light increase | Some inconvenience to
in crew load. passengers
E Insignificant No effect on aircraft operational capability or pilot | No particular risks.
workload, so no special requirements are imposed.
The more the system is critical...
... Stronger are the certification requirements
DO-178C . e . . . e . . .
Certification standards define specific objectives depending on DAL
iy ONERA
FRANGARE Certification process of embedded ML-based aeronautical components 12

FRANGCAISE —_—
st /___________________\
Bt THE FRENCH AEROSPACE LAB

Fraternité




Current Certification Approach in Aviation (Airborne)

Source:

ED-79x/ARP4754x
T —

Knowledge-based Engineering (requirements, models, etc.)
. Software/Hardware design done by humans for humans
(explainable, auditable, etc.)
3. Source code traceable to functional requirements
4. (V-shape development cycle)

ED-12x/DO-178x + Suppl.
SW Item SW Item
; . HW Item HW Item ED-80/DO-254
Claire Pagetti (ONERA)

N

EN
REPUBLIQUE
FRANCAISE
i

Egalité
Fratersité

ONERA

THE FRENCH AEROSPACE LAB

Certification process of embedded ML-based aeronautical components

13



Adapted Certification Approach - in construction

1. Knowledge-based Engineering —»  Data-Based (driven) engineering

(requirements, models, etc.)
: : 2. Software/Hardware design doneby ___,  Thecomplex design of a ML model is not
Function 1 Function 2 humans for humans (explainable, directly understandable by humans

auditable, etc.)

3. Source code traceable to functional —» TheLQW'?Ve' ?Zs_igntlde;/eloppbeld:)ythe
requirements machnine Is not directly traceable (0

functional needs

System 2.1 System 2.2

Future ARP6983 T TT T oo T TS T T ST ST TS SmS oo oooomomomoome- 1

ML Constituent with
SW/HW items

Source: Claire Pagetti (ONERA) Traditional SW/HW Items
without ML

e ONERA
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Future

certification framework (Airborne view)

5 «
— ]
5 =
S 3 EASA Al Concept AMC/AC 20-152A AMC/AC 20-115D E
8 Paper Issue 2 HW Dev. Assurance SW Dev. Assurance 5
X LU <
System System/ M K e
o Engineering Subsystem ED-135 ED-79A §
=) ARP4761  ARPA4754A °
= Q
8 <
o Algo ML s
o 5 Engineering Constituent
Y New ED-324/ARP6983
o (Machine Learning)
2 @
s HW SW @
% O O =
LN LN a
SW/HW 3
Engineering 1 2
ED-80/DO-254 ED-12C/DO-178C+ Suppl.
ED-109A/DO-278A+ Suppl.
L ED-153
Engineering Architecture
Source: Claire Pagetti (ONERA
Level Level getti ( )
ENR
REPUBLIQUE o N E R A

FRANCAISE Certification process of embedded ML-based aeronautical components 15

Liderté

Epalité . -
,f:,m,,,{ THE FRENCH AEROSPACE LAB



Challenges of a New Paradigm

Al Roadmap and Concept Paper Aeronautic Industry

Data-driven statistical learning:

. Data guarantees .

. Learning guarantees ARTIFICIAL INTELLIGENCE E
° Performance / Accuracy guarantees .. ?gﬁﬁ?’ﬁpig S INTERNATIONAL
. Robustness guarantees

CPU/GPU embedded implementation:

. Implementation guarantees
. Semantic preservation guarantees
. Runtime performance guarantees Y O< New
o e WE S | | ED-324/ARP6983

i (Machine Learning)

.......................................

-y - ONERA
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Développement et Certification ML —schéema W
Requirement

MLC ODD & System requirements
Requirement Process verification

-________-_--_____--_-_____-_------::;.[ MLC Verification ]

[ MLC Integration ]

/

MLC Architecture ] MLMIDs
Design Implementation

MLC Architecture
& MLMID(s)

ML Model
Topolog

Train & Test
Datasets

ML Validation [ ML Optimization ]

—— —

[ ML Training ]

EXN
REPUBLIQUE ONERA
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Certification of ML : lightening the black box

"N DEEPGREEN

p AEASA p=

European Aviation Safety Agency

EUROCAE

Certifiable _
ML Tool Standards and Recommendations
ML
G l g e U ARP 6983 — Certification of Aeronautical Safety-Related Al (2025)
U Usable Guidance for Level 1 (2021) and 2 (2024) ML Applications
v . . s U MLEAP - ML Application Approval (2024)
can design, train, and optimize peura}l netw.or.k.s O AI Roadmap 1.0 (2020), 2.0 (2023)

v helps to control and follow certification activities U Towards the engineering of trustworthy Al for critical systems (2022)
v can produce evidences for argumentation U Concepts for Design Assurance of NN, CoDANN I (2020) et II (2021)

e ONERA
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Certifiable ML Platform for Embedded Al

O
PyTorch

4 keras

TensorFlow

/ ONNX
5/2“ RUNTIME

- -

-~ -

S~ e

Standard ML
Training Platform

Runtime ML
Interpreter

Target Hardware

" Data II

<«

A 4

Operational Domain
Description

Certifiable ML

Training Platform
4—

Target Hardware
Description

ML Model
in formal open format

ML Model Items

L 2

Items Source Code

I:II:IEI*EII:II:I

Tﬁet Hardware

L OO

aidge




Certifiable ML Platform for Embedded Al

Chaine d’usage de Tensor Flow Lite

TensorFlow

Specific Proprietary lib.

—>

%

representation

User model

(TPU, MCU)

Post-training optimization

Chaine d’usage de TensorRT Opaque, specific optimization and mapping — dedicated

User model

PyTorch

NVIDIA HW
Specific & : Proprietary
opaque ~ library

Chaine d’usage de

T TTLL LT

LA l....
_,-'Cloud deep Iearnmg‘,.

L Pytoreh, b3
".,K_ eras/TensorFlow)s"

e

cu®
----------- -

£ ONNX 4~~~

Unified representation|

DeepGreen Cptimized model

exec.on
NVIDIA HW

Instrumentable
exec. on HW1

Instrumentable
exec. on HW2

il

Unified, reusable,
open, certifiable

for HWA1 Open source lib.
’7 eX. XXX
“~ 1 Any user Sovereign,
- model — | for HW2 I proprletary_llb.
(ex. Dolphin)
HW-aware Foreign,
(ElTLE : proprietary lib.
optimization and {ex. RISC V)
mapping



Certification Principles

* Traceability
»> Be compliant * Transparency
o * Reproducibility
* Determinism
* Non-Ambiguity

» Show compliance

. System must be compliant (be compliant)

. Compliance must be demonstrated (show compliance)

. Correctness and Robustness must be verified (tests)

. Assurance of design process (present development process activities)

. Correlation guarantees: Model — Code — Binary — Target HW

Ex
REMIBLIGOR ONERA e . PR , :
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Non-Ambiguous Representation : S-ONNX

1. We need to demonstrate that the ML{model|is correctly|implemented on the target

ﬁ?@:@: »@:mz

2. Tobe ableto ensure [ verify correctness, we need a non-ambiguous description of the
model (see laterin the presentation)
Source: Eric Jenn (IRT-St-Exupéry)

* Each operator associated with a formal definition, e.g. ACSL

EX

REPUBLIQUE ONERA
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Predictable Code Generation

« Traceability between the requirements and the (source) code
- Capacity to estimate or compute tight WCET (worst-case execution time)

« Traceable sequential C code generation from inference model
- memory layout

— semantic preservation

. e . . . . - int inference(double prediction[1], double nn_input[27]){
° Formal Verlflcatlon ® Inference funCthn |S In-llnEd and static double output_pre[27], output_cur[27];

double dotproduct, sum, max;

-  ACSL model dependent: int count;

// Conv2D_1
_ Code C for (int f = @; f < 5; ++f){

for (int 1 = @; 1 < 2; ++i){

for (int j = 05 j < 25 ++3){
— e,g, Framac convl max pooll flat densel
yl= e
3x3x3 2x2x5 1x1x5 ﬂ 5 |—| 1 /1 Maxpooling2p_2
— - - for (int c = @; ¢ < 5; ++c){
I — u |_| for (int i = @; i< 1; ++i){
ks—2x2x3 k—2x2 =5 for (int j = 9; 7 < 1; ++3){
—=2XZXx =2x2 b =+
s=1x1 s=1x1 ne=1

// Dense_3

for (int 1 =0; 1 < 1; ++i){
dotproduct = @;
for (int j = @; j < 5; ++3){

return @;}

EN

REPUBLIQUE ONERA ST . .
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Workpackage Aéronautique — Démarche

~\
Etude des principes et des objectifs Prise en main des fonctionnalités Etat de I'art, collecte de données,
de certification ML anticipés dans les disponibles, prévues, ou souhaitées mis en place de simulateurs
standards et dans la littérature dans AIDGE pour les cas d’usage
L J
4 D

Choix d’un sous-ensemble d’objectifs

pertinents dans DeepGreen et pour Mo
\ les cas d'usage ) N Match des éléments requis par
+ I'argumentation et les artefacts
(~ ) pouvant étre fournis par AIDGE
Déclinaison de ces objectifs sous
% forme de patron d’argumentation ) ¢

Validation par mis en ceuvre sur les
cas d’usage

v

-
Bilan et recommandations sur AIDGE
pour l'assistance a la certification

e ONERA
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Certification

* Questions fondamentales concernant la certification
* Exposition de la représentation interne du modéle = objet, figure, json, onnx, sonnx ?
* Peut-on certifier une solution en se basant sur des artefacts produits par un logiciel non-qualifié ?
* Certification de code C++ / C, possible intégration d’ACETONE dans AIDGE

* Point d’avancement certification

* Analyse de 50 objectifs (sur 130), sélection de 16
* Anticipation d’artefacts productibles par AIDGE

DO-178C

DO-254

ARP4754A

Certification ML Aéro Embarqué

Trusthworthiness

Al Assurance

Human-Factors for Al
Safety Risk Mitigation

TOTAL

CO - Conception

CL - Al Level Classification

SA - Safety Assessment

ICSA — Instr. for Continuous Safety Assessment
IS - Information Security Risks

ET - Ethics

DA - Development Assurance

DM - Data Management

LM - Learning Management

IMP - Model Implementation

CM - Configuration Management
QA - Quality and Process Assurance
RU - Reusability

SU - Surrogate Model

EXP - Explainability

EXP - Explainability
HF - Human Factors
SRM - Safety Risk Mitigation

00 WkEFk Wk o

= [N
N O & O

O N W P -

w =
N B O

130

10

16

g ONERA
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Objectifs de Certification Pré-Sélectionnés

DM-01: Describe all the parameters of the Al/ML constituent operational design domain (MLC-ODD) (ranges, nominal data, edge and corner cases, etc.)
DM-02: Describe all the data quality requirements (DQR) (data format, accuracy, integrity, completeness, representativeness, independence, ...).
DM-03: Describe all data pre-processing requirements (pre-processing operations).

LM-01: Describe the Al/ML constituent and the model architecture (model structure, layers, operations, ...)

LM-02a: Describe learning management requirements (selection of family model, learning algorithm, cost/loss function, bias and variance metrics,
robustness and stability metrics...)

LM-02b: Describe the training process parameters (initialization strategy, hyper-parameters, ...)

LM-05a: Describe the result of the model training (training curves for the cost/loss functions, error metrics, performance with the validation dataset, ...)
LM-05b: Describe the model (learned model parameters)

LM-06a: Describe any post-training model optimization that affects the model behavior (e.g. pruning, quantization)

LM-06b: Describe the impact of post-training model optimization on behavior or performance (comparison with original model on test dataset).
LM-07a: Account for the bias-variance trade-off in the model family selection (error comparison on learning and validation datasets, verification with
diverse sampling).

LM-07b: Provide evidence of the reproducibility of the training process (determinism, complete control over meta-parameters and random generation).
LM-08: Verify that the observed bias and variance of the selected model meet the associated learning requirements (performance on learning dataset).
LM-09: Verify the performance of the trained model based on the test data set and document the result of the model verification.

LM-11: Provide an analysis on the stability of the learning algorithm (impact of noise, hyper-parameters variation, data shuffle, ...).

LM-12: Provide an analysis on the stability of the trained model, covering the whole MLC-ODD (against input noise).

LM-15: Describe the resulting ML model (resulting MLMD, in a formal structured description).

IMP-04a: Describe any executed post-training model transformation (conversion, optimization)

IMP-04b: Describe and validate the impact of post-training model transformations on the model behavior and performance

IMP-08: Verify and describe the performance of the ML component based on the test data set (deployed inference model verification).

IMP-09: Verify and describe the stability of the ML component.

5|;=BLIQUE O N E R A
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AIDGE project (.aidge) = Dev. Cycle

Test Data

Generated Code
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